Pegasus Community Project
Policies and Procedures

Privacy of Information and Confidentiality Policy
Page 1 of 14

Privacy of Information and Confidentiality Policy
Effective Date: September 20, 2004
Review Date: July 2015
Next Revision: July 2016

Approved By: Board of Directors
Approved By: Board of Directors

1. Policy Statement
Pegasus recognizes that privacy is a key component of its relationship of trust with all
its stakeholders. In accordance with applicable privacy legislation, Pegasus protects
and maintains the privacy of the personal information of its participants, donors,
volunteers and other stakeholders.
Pegasus does not rent, sell or trade any personal information, including our mailing lists,
with outside parties.
All employees are required to maintain confidentiality regarding all information relating
to stakeholders, service and support functions, personnel matters and the business
matters of Pegasus. Employees are required to sign a confidentiality agreement upon
hire and renew on an annual basis. Volunteers and other stakeholders will be required
to sign a confidentiality agreement as required.
Pegasus is committed to promoting responsible and transparent practices in the
confidentiality and management of personal information. Pegasus will review this policy
on an annual basis to ensure that it is relevant and current with changing laws and
technologies.
2. Policy Outline
Pegasus adheres, to the maximum extent possible, to the principles of fair information
practices laid out in the Canadian Standards Association Model Code for the Protection
of Personal Information and the Personal Health Information Protection Act (PHIPA).
Pegasus also complies with all other applicable laws and established ethical guidelines
for
charitable organizations.
3. Scope
This policy covers all personal and health information related to participants, volunteers
and donors held by Pegasus in various formats (e.g. paper, electronic).
Pegasus employee information is not subject to this policy. Our employee personal and
health information is safeguarded according to industry standard best practices and
other relevant legislation.
Personal information within this policy is inclusive of health or clinical information
(physical, mental and/or behavioural) of participants.
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In addition, this policy covers all matters related to the business activity of Pegasus
including all intellectual property.
4. Definitions
Personal Information is information about an identifiable person (not including
business contact information). Examples of personal information include the history of
an individual’s donations to Pegasus, school records, health records or family
information.
Pegasus collects personal information in a variety of different ways and for a variety of
purposes e.g. when a participant joins our services and supports or when we conduct
fundraising activities or volunteer drives. The personal information that Pegasus
collects could include:





Name, address, email, telephone number and other contact information
Income, employment information, personal and social history
Information about participant’s support, health and welfare
Donation/fundraising details or history of giving

Consent is voluntary agreement with what is being done or proposed. Consent can be
either expressly given, either orally or in writing, or implied. Implied consent is where
consent may reasonably be inferred from the action or inaction of an individual.
Appropriate purpose is where an organization may collect, use or disclose personal
information only for purposes that a reasonable person would consider are appropriate
in the circumstances or to comply with duty of care for participants, staff and volunteers
as part of support and day to day programming .
Records includes any correspondence, memorandum, book, plan, map, drawing,
diagram, pictorial or graphic work, photograph, film, microform, sound recording,
videotape, machine-readable record and any other documentary material, regardless of
physical form or characteristics, and any copy of any of those things.
It also includes any information or records regarding participants that are deemed
necessary for the support, safety and day to day programming. Discretion of what
information is necessary to share with employees or volunteers is applied, dependent
on the circumstance or event.
5. Property
All personal records, including health information, will remain the property of Pegasus.
Staff and volunteers are required to sign a Confidentiality Agreement (Appendix 1)
and maintain the privacy and confidentiality of all records during and after their
employment or service ends.
6. Privacy and Confidentiality Principles
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Pegasus is committed to upholding the following principles to ensure privacy and
confidentiality of information is correctly maintained:
6.1. Identifying Purposes
Pegasus will – at or before the time of collecting personal information – identify the
purposes for which personal information is collected to the individual from whom the
information is being collected. Pegasus will also inform individuals of any new purpose
for personal information and obtain consent to use the information for that new purpose.
Personal information may be used by Pegasus for the following purposes:







Planning and providing supports, services, programs or information about
Pegasus
Educating program supervisors and staff or volunteers about participants’ health
conditions and other information that is relevant to appropriate care and
supervision
Providing information to third parties only when consent has been given
Fundraising and promotional activities
Evaluation of our services
Contact information among volunteers for the purpose of co-ordination of
schedules and committees.

6.2. Consent
The knowledge and consent of the individual are required for the collection, use, or
disclosure of personal information, except where inappropriate. Pegasus may also
disclose personal information without knowledge or consent in the case of life
threatening emergencies or to comply with the law (e.g. a subpoena).
By providing us with your personal information during the intake process, we will
assume that you consent to our collection and use of that information for the purposes
identified in this policy. Pegasus will obtain participants written consent to collect and
release information from and to third parties e.g. other service agencies (Appendix 2:
Authorization to Collect, Use and Release Information for Services).
To obtain consent:
6.2.1. Pegasus will make reasonable efforts to ensure that the individuals are advised
verbally or in writing of the purposes and use for the collection. Purposes shall be
stated in a manner that can reasonably be understood by the individuals in their
language.
6.2.2. Under normal circumstances, Pegasus will seek consent at the time of collection
for the use and disclosure of personal information. However, Pegasus may seek
consent after it has been collected, but before it has been disclosed or used, for
a new purpose.
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6.2.3. In determining the appropriate form of consent, Pegasus shall take into account
the sensitivity of the personal information and the reasonable expectations of the
individual.
 Express consent – verbal or written, including an email, letter or a form
that you sign describing the intended uses and disclosures of personal
information (Appendix 2).
 Implied consent – for example, when you provide information necessary
for a service you have requested, or where Pegasus has given notice
about using your personal information and you have not withdrawn your
consent for the identified purpose (e.g. using opt-out option provided).
Consent may also be given by your authorized representative (e.g. legal guardian) on
your behalf.
6.3. Accuracy
Personal information will be as accurate, complete and up to date as possible at all
times. This minimizes the possibility that inappropriate information may be used to
make a decision about an individual. Individuals can contact Pegasus at any time to
update their personal information, and Pegasus may retain the original information for
reference purposes.
6.4. Accountability
Pegasus is responsible for maintaining and protecting the personal information we hold.
Pegasus has appointed an Information Officer who ensures that Pegasus complies with
this policy in accordance with applicable privacy legislation. The information officer also
responds to any inquiries and complaints related to privacy matters, as well as requests
for access or correction of records (see sections 6.i. and 6.j. below for more
information).
Pegasus maintains strict control over access to personal information once it has been
shared with Pegasus. Access to information is granted only to authorized employees
who need the information to fulfil their job requirements. Certain health and behavioural
information about participants is only accessible by senior staff members and the
Executive Director.
Some information about participants can be shared on a case by case basis, with
permission such as contact information for a charity event, or information to volunteers if
they are working directly with participants. Information may be shared on a case to case
basis in service planning, supervision and internal reviews or investigations.
All Pegasus staff and volunteers are trained in this policy at the time of orientation and
sign a Confidentiality Agreement on an annual basis (Appendix 1) that specifies
personal information cannot be discussed or used outside of Pegasus. Pegasus has
also developed information that explains how personal information is protected and the
procedures and processes followed if a complaint arises for participants, volunteers and
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donors (Appendix 3: Procedures for ensuring and maintaining the protection of
confidentiality and privacy of information).
6.5. Safeguards
Pegasus protects personal information by security safeguards appropriate to the
sensitivity of the information. Pegasus has processes and systems in place to protect
personal information against such risks as loss or theft, unauthorized access,
disclosure, copying, use modification or disposal, through appropriate security
measures. Pegasus will protect the information regardless of the format in which it is
held.
Pegasus will protect personal information disclosed to third parties by contractual
agreements stipulating the confidentiality of the information and the purposes for which
it is to be used.
6.6. Openness
Pegasus will make readily available to individuals specific information about its policies
and practices relating to the management of personal information. This information will
be made available in multiple formats. Pegasus will also make readily available:
6.6.1. The name or title, address of person or persons accountable for compliance of
the Privacy of Information and Confidentiality Policy within Pegasus and to whom
complaints and inquiries can be forwarded.
6.6.2. The means of gaining access to personal information held by Pegasus.
6.6.3. A description of the type of personal information held by Pegasus, including a
general account of its use.
6.6.4. Publicly available copies of any information that explains Pegasus’ policies,
processes and principles.
6.7. Limiting Collection
The collection of personal information will be limited to that which is necessary for the
purposes identified by Pegasus. Information will be collected by fair and lawful means.
6.7.1. Pegasus will not collect personal information indiscriminately. The amount and
type of information collected will be limited to the minimum amount necessary to
satisfy the purpose.
6.7.2. As much as possible, personal information will be collected directly from the
individual.
6.8. Individual Access
If a participant, donor or volunteer requests, Pegasus will provide them access to their
personal information. Pegasus will respond to requests for access within 30 days,
unless 30 days would unreasonably interfere with our activities or more time is required
to undertake the consultations necessary to respond to the request.
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A participant, donor or volunteer can challenge the accuracy and completeness of the
information and have it amended as appropriate.
If you would like to access or amend Pegasus’ file of your personal information, write to:
The Information Officer
Pegasus Community Project
931 Kingston Road
Toronto, M4E 1S6
Your right to access or correct your personal information is subject to applicable legal,
security, and solicitor-client litigation privilege or commercial restrictions. Other
restrictions include information that is costly to provide or information that contains
certain references to other individuals or if access to an individuals’ information entails
access to third party information.
Upon request, Pegasus will give the individual a reasonable time to review their
personal information on file and will provide copies in an understandable format if
requested. If the information access request is related to information given to third
parties, Pegasus will provide a list of organizations where personal information has
been disclosed.
6.9. Limiting Use, Disclosure and Retention
Personal information will not be used or disclosed for purposes other than those for
which it is collected, except with the consent of the individual or as required by law.
Pegasus will retain personal information as long as necessary for the fulfilment of those
purposes or as legally required.
6.9.1. Only Pegasus employees, or authorized agents with a need to know for
organization purposes, or whose duties reasonably so require, are granted
access to personal information about participants, volunteers or donors.
6.9.2. Pegasus does not allow third parties access to its participants, volunteer or donor
lists
6.9.3. Pegasus is committed to managing and controlling information through best
practice processes and documentation management systems. This includes
retention and regular destruction of information that is no longer necessary or is
made anonymous.
6.10. Challenging compliance
Pegasus is committed to maintaining best practice procedures for all complaints and
inquiries regarding compliance of this policy. Pegasus widely communicates this policy
and trains staff, participants and volunteers on the systems and procedures in place
around privacy of information and confidentiality.
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An individual can challenge Pegasus compliance with this policy at any time. The
Information Officer will raise the concern to the Executive Director who will investigate
all complaints within a reasonable time period. External advice may be sought in certain
cases before a final written response is given. If a complaint is found to be justified, all
appropriate measures will be taken which may include amendment of policies and
procedures. The individual will be informed of the outcome of the investigation.
7. Withdrawal of consent to collection, use and disclosure of personal
information
You may withdraw your consent to collection, use and disclosure of personal
information at any time, subject to contractual and legal restrictions and reasonable
notice in writing.
If you withdraw your consent to certain uses of your personal information, we may no
longer be able to provide you with certain supports or services or to continue our
working agreement with you.
8. Policy Violations
Employees who do not follow this policy will be subject to disciplinary action, which may
include termination. Examples of violations include:




Violation of client confidentiality agreements
Misusing, disclosing without authorization, making unauthorized or agreed
amendments to personal information.
Breaking electronic security processes by sharing passwords.

9. Training
9.1. Staff
Staff will receive training on this policy as a part of their initial orientation and yearly
thereafter.
9.2. Participants
Participants will be trained on policies and procedures related to privacy of information
and confidentiality in a language and manner, and with a level of support, that is
appropriate to their needs. This training will take place during intake and annually
thereafter or as often as needed.
10. Policy Review
Pegasus’ Board of Directors and Executive Director will undertake an annual review of
all its policies and related procedures to ensure compliance with best practice
information management and the protection of privacy and personal information of all
participants, donors and volunteers.
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The review process will consist of a documented audit and any recommended changes
to prevent any violation of this policy will be implemented as required.
11. Appendices
Appendix 1 – Confidentiality Agreement
Appendix 2 – Authorization to collect, use and release information for services
Appendix 3 - Procedures for ensuring and maintaining the protection of
confidentiality and privacy of information
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Confidentiality Agreement
I, ____________________________________________, have been informed of the
confidential nature of the information concerning the participants and their families.
Other information that is regarded as confidential by Pegasus includes but is not
limited to intellectual property, organizational information relating to finance, strategy
and operations, staff information, minutes from staff meetings and Board meetings, all
third party information from granting authorities and donor and volunteer information.
Whether or not such confidential information may be available to me in the normal
performance of my duties, or inadvertently, confidentiality will be respected at all times
during and after my employment or agreement has ended.
I will exercise all reasonable care and understand my responsibilities in protecting
printed, electronic, written or recorded information from being read or observed by
unauthorized persons or other from misuse or abuse.
I understand that taking photographs of the participants and their families is not
permitted unless written consent has been obtained.
I also understand the confidential information which may be disclosed to me or which
may come to my knowledge may not be divulged within or outside of Pegasus
Community Project unless required in the performance of my normal duties or
expressly authorized by the Program Supervisor or Director
I will take particular care not to mention the participants’ names or profiles outside of
my work.
I have read and understood the Privacy of information and Confidentiality Policy. I
understand that any violation of this policy will result in disciplinary action, which may
include termination.
______________________________
Employee/Volunteer Signature

__________________________________

________________
Date

__________________
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Witness

Date

Appendix 2

AUTHORIZATION TO COLLECT, USE AND RELEASE INFORMATION FOR
SERVICES
Name of Person: _______________________________________________________
Date of Birth: __________________________________________________________
I authorize and agree that I give this authority voluntarily to Pegasus to collect the
following information:
__________________________________________________________________
__________________________________________________________________
Purpose of Information
______________________________________________________________________
______________________________________________________________________
Information collected from
First Name

Last Name

Position

Organization

Phone Number

Email

Address (apt., street, city, province, postal code, country)

Information disclosed to
First Name

Last Name

Position

Organization
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Email

Address (apt., street, city, province, postal code, country)

I understand that this information will be disclosed/used/collected for the purposes of
providing supports and services.
This consent EXPIRES on: __________________________ (DD/MM/YYYY)
____________________________________
Signature of Participate or Substitute Decision Maker

_________________
Date

____________________________________
Print Name
____________________________________
Witness

_________________
Date

I understand that I can withdraw my consent at any time by giving Pegasus written
within a reasonable time frame. I understand that my release of information ends when I
am no longer receiving supports and services from Pegasus.
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Appendix 3

Procedures for ensuring and maintaining the protection of confidentiality and
privacy of information
Pegasus’s Privacy of Information and Confidentiality Policy adheres to the principles of
legislation and best practice set out in the Canadian Standards Association Model Code
for the Protection of Personal Information and the Personal Health Information
Protection Act (PHIPA).
Key responsibilities for staff and volunteers include;











All staff and volunteers have the responsibility to use personal data in a secure
and confidential way.
Participants should be fully informed about how their information may be used.
There are strict conditions under which personal data may be disclosed (refer to
Privacy of Information and Confidentiality Policy).
In particular certain disclosures are not allowed without express consent.
Participants have the right to see what information is held about them, and to
have any errors corrected.
Personal data should be kept secure and confidential at all times.
Written authorization should be obtained to use and release personal information
to third parties.
Most of the requirements are common sense precautions such as not divulging
computer passwords, keeping manual records secure and guarding against
people seeking information by deception(for example over the telephone).
All staff and volunteers must not gossip, and must take care when discussing
matters in public places.
If anyone is in doubt they should refer to the policy or ask their Supervisor.

Keeping personal information secure
For all types of records, staff or volunteers working where records may be seen must:





Shut/lock doors and cabinets as required.
Query the status of strangers
Know who to tell if anything suspicious or worrying is noted.
Not breach security

Manual records must be:



Formally booked out from their normal filing system.
Tracked if transferred with a note of location and transfer information
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Returned to the filing location as soon as possible after use.
Stored securely and arranged so that the record can easily be found if needed
urgently.
Stored closed, when not in use so that contents are not seen accidentally.
Inaccessible to members of the public
Held in secure storage with controlled access
Destroyed by shredding if confidential in nature

With electronic records, staff and volunteers must:







Always log out of any computer system or application when work on it is finished
or if taking a break.
Not leave a terminal or lap top unattended and logged-in.
Not share log-in information with other people. If staff or volunteers need to
access records then appropriate access should be organized for them. This must
not be by using others’ access identities.
Not reveal passwords to others.
Change passwords at regular intervals to prevent anyone else using them.
Avoid using short passwords or using names or words that are known to be
associated with them (e.g. pet names, children’s names or birthdays).

Staff should not leave portable computers, participant notes or files in unattended cars
or in easily accessible areas. Staff should not take participant information home, and
where this cannot be avoided, procedures for safeguarding the information effectively
should be agreed upon with the Executive Director.
Retention
All confidential information, business and personal will be retained for a period of seven
years.
The right to withhold or withdraw consent (opt out)
Participants have the right to object to information they provide in confidence being
disclosed to a third party. This decision should be respected, even if the consequences
of the choice have been fully explained. Decisions about options that might be offered to
the participant have to balance risks, cost and staff time. The Executive Director must
be informed if a participant withholds or withdraws consent as Pegasus may no longer
be able to safely provide supports or services to the participant.
Complaints
If a participant complains about Pegasus’s compliance with the Privacy of Information
and Confidentiality Policy, staff and volunteers should try to establish whether there is a
technical or procedural way of satisfying concerns without unduly compromising support
or services.
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Documentation of the issue and processes followed should be sent to the Executive
Director who will investigate all complaints within a reasonable time period. If a
complaint is found to be justified, the offending party will be subject to disciplinary
action, which may include termination.
By signing below, staff and volunteers acknowledge that they have read and understood
this document.
______________________________________
Employee/Volunteer Signature

__________________________
Date

_____________________________________
Witness

_____________________
Date

